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Is your personal information secure? 
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My password maker 

Mix’n’match more than 10 digits: 

lower case + UPPER CASE + numbers + special characters = a perfect password 

 

1. Think about a sentence (a passphrase),  

eg. It is cold in winter. 

2. Write every first letter of each word,  

eg. iiciw 

3. Make every second letter CAPITAL,  

eg. IiCiW 

4. Add numbers and special characters,  

eg. (*4IiCiW4*) 

 

Now your turn! No, don’t write your password down! 
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Discussion time 
Read the scenarios on the cards. Discuss the answers with your partners. 

1. You lost your bank card or it 
got stuck in the cash 
machine. 
Q: What do you do? 

2. Someone calls you and says 
they call from your bank. 
They ask you to give them 
your personal details. 
Q: What do you say? 
Q: What do you do? 

3. You get an email from a 
person you don’t know. The 
email asks you to click on a 
link in that email. 
Q: What do you do? 

4. Some money disappeared 
from your bank account. 
The statement shows 
transactions in Italy. You 
have never been to Italy. 
Q: What do you do? 

5. You forgot to sign out from 
the computer at college. 
Next day your teacher says 
they got a rude email from 
you. 
Q: What do you do? 

6. Someone saw you password 
written down in the 
notebook. They know your 
email address. 
Q: What do you do? 

7. You find a USB stick on the 
street. You are happy 
because you need one for 
college. 
Q: What do you do? 
 

8. You get an email from a 
person you don’t know. The 
email asks you to open the 
attachment in that email. 
Q: What do you do? 

-------------------------------------------------------------------------------------------------------------------- 
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Teacher’s notes: 

1. You report it to the bank immediately. They block the card for you, so no one can 
use this card and spend your money. 

2. Say “I don’t give any personal information out on the phone. Please send me a 
letter.” Call the bank yourself (but not the number people who called gave you). Go 
to the bank to ask why they called you. The people who called you may only 
pretend they are from the bank. 

3. Don’t click on the link (it may contain viruses). Report the email to IT services and 
delete it. 

4. Contact the bank immediately to report the problem. 
5. Speak to your teacher. Apologise. Explain the situation. Report it to the IT team. 

Check if anything else is not changed. 
6. Change the password immediately. Don’t write it down. 
7. Do not use it. It may contain viruses. 
8. Don’t open the attachment (it may contain viruses). Report the email to IT services 

and delete it. 

 


